
Cyber Secure Processing for Resilient 
& Survivable Systems (CyPRSS)

Software Products and SMS Support

CyPRSS Software
CyPRSS provides a repeatable approach for secure 
boot, extension of trust, and continuous remote 
attestation for multiple distributed ‘agnostic’ Roots of 
Trust (RoT), extending trust through a cascading network 
configuration. CyPRSS extends the traditional RoT model 
to incorporate multiple RoTs from multiple system 
components or sources forming a lattice-based access 
network above typical OS and Network trust. 

Obligations of Licensee
Northrop Grumman requires that Licensee will: 
(i) keep secure all copies of the Licensed Software
(including the archival copies) and records pertaining
to Licensee’s Use of the Licensed Software in
accordance with best computing practices; (ii) not
request, permit, or authorize anyone other than
Northrop Grumman to provide any maintenance or
support services for the Licensed Software; (iii) co-
operate fully with Northrop Grumman’s personnel in the
diagnosis of any error or defect in the Licensed
Software; and (iv) make available to Northrop
Grumman, free of charge, all information, facilities, and
services reasonably required by Northrop Grumman to
perform software maintenance services (SMS).

Product Pricing
Prices listed below are effective through December 31, 
2024.  Licenses are offered and priced on a single major 
end item (MEI) basis, with bulk purchase discounts. Each 
license (i.e., each copy of the Software) may only be 
installed on a single MEI. A single license cannot be used 
concurrently by multiple MEIs. The bulk discounted 
prices are only for use within a single program.

Initial Software Maintenance Services (SMS) 
Software Maintenance Services (SMS) will be provided 
to a Licensee by Northrop Grumman without additional 
charge for the initial twelve (12) month period following 
receipt of license Fees (“Initial Support Term”). SMS are 
provided to Licensee only if an initial purchase of the 
Licensed Software has been made.

Additional SMS
Beyond the initial support term, no SMS, implementation 
support, or other support services or technical assistance 
will be provided to Licensee. If Licensee desires to 
continue SMS, then the parties may enter into 
negotiations for a separate software maintenance 
agreement (“Support Agreement”) to provide SMS.
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