May 5, 2026
Awareness of Northrop Grumman Employee Impersonation

Dear Valued Northrop Grumman Supplier,

Please be aware that Northrop Grumman (NG) is receiving multiple notices of fraudulent
actor(s) impersonating NG or NG personnel and engaging suppliers with requests to arrange
repeat shipments from NG facilities in order to collect large sums of money. We have reported
this fraudulent activity to the FBI. For more information on this particular type of fraudulent
scheme, you may visit: Business Email Compromise — FBI. The FBI also provided the following
website for any company seeking to report such a scheme: Home Page - Internet Crime
Complaint Center (IC3).

NG only uses the domain “northropgrumman.com” for our websites and “@ngc.com” for email
transactions. As always, please exercise caution and carefully check the domain if you receive a
request for changes in delivery addresses on existing POs. In addition, please be aware that the
phone number “760-284-9820” that appears on the internet (e.g. GoogleMaps) for the NG
facility at 1151 W Reeves Ave, Ridgecrest, CA is fraudulent. We have reported this to Google
and requested its removal.

Please report any suspicious activity/emails to your NG Buyer and Northrop Grumman’s Cyber
Security Operations Center (CSOC) at csoc@ngc.com or (877) 615-3535. Please continue to
utilize the Northrop Grumman Cybersecurity Resources for Suppliers as well as the CyberAssist
website to access helpful information and resources. Partnering and sharing best practices
better prepares us to mitigate cybersecurity threats and strengthens our collective information
security posture across the entire Defense Industrial Base (DIB).

Thank you for your continuous support and continued commitment to enhance your company’s
cybersecurity position.


https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/business-email-compromise
https://www.ic3.gov/
https://www.ic3.gov/

