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All of the additional terms and conditions set forth below are incorporated in and made part of this Order. Any conflict between 
any of the conditions contained in this addendum and those appearing on Northrop Grumman Systems Corporation Purchase 
Order Terms and Conditions shall be resolved in favor of the conditions in this addendum. 
 
In all clauses “Government” or “Contracting Officer means “Lockheed Martin”. 

 
I. ADDITIONS 

 
A. NAVAIR 5252.227-9507 NOTICE REGARDING THE DISSEMINATION OF EXPORT-CONTROLLED 

TECHNICAL DATA (NAVAIR) (OCT 2005) 
(a) Export of information controlled by the regulations cited below and contained herein, which includes release to foreign 
nationals within the United States, without first obtaining approval or license from the Department of State for items 
controlled by the International Traffic in Arms Regulations (ITARS), or the Department of Commerce for items controlled 
by the Export Administration Regulations (EAR), may constitute a violation of law. 
 
(b) For violation of export laws, the contractor, its employees, officials or agents are subject to: (1) Imprisonment and/or 
imposition of criminal fines; and (2) Suspension or debarment from future U.S. Government contracting actions. 
 
(c) The U.S. Government shall not be liable for any unauthorized use or release of export-controlled information, technical 
data or specifications in this contract. 
 
(d) The contractor shall include the provisions or paragraphs (a) through (c) above in any subcontracts awarded under this 
contract. 
 

B. DISCLOSURE OF INFORMATION (NAVAIR) (JAN-07) (VARIATION) 
This clause addresses requirements for obtaining authorization to make public disclosures of contract information - 
This clause does not prohibit or restrict the SELLER from (i) making disclosures in the ordinary course of business 
such as release of information for legal purposes, audit purposes, for Government RFP and proposal purposes, (ii) any 
other activities required for SELLER to fulfill its obligations under this Contract or as a publically traded company or 
(iii) providing information to subcontractors or customers of LOCKHEED MARTIN in support of SELLER’s 
performance of program. 
 
(a) The SELLER shall not release to anyone outside the SELLER’s organization any information (e.g., announcement 
of contact award), regardless of medium (e.g., film, tape, document), pertaining to any part of this contract or any effort 
directly related to the F-35 Lightning II Joint Strike Fighter (JSF) Program unless— 
(1) The F-35 Joint Program Office (JPO) has given prior written approval through LOCKHEED MARTIN; 
(2) The information is otherwise in the public domain before the date of release; or 
(3) The information is being released to associate contractors, subcontractors, suppliers, or vendors who require the 
information for execution of work under an F-35 Lightning II JSF contract. 
 
(b) Requests for approval shall identify the specific information to be released, the medium to be used, and the purpose 
for the release. “Information” includes, but is not limited to, news releases, articles, manuscripts, brochures, 
advertisements, still and motion pictures, speeches, trade association meetings, symposia, and professional papers to be 
published. The SELLER shall submit the original and 1 copy of the information proposed for release to the JSFPO, 
through LOCKHEED MARTIN. 
Where practicable, requests and the specific information may be provided to the Public Affairs Officer through 
LOCKHEED MARTIN using an electronic medium appropriate for the security level of the information being 
transmitted. The SELLER shall submit its request to the Public Affairs Officer at least 15 working days before the 
proposed date for release. 
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(c) The SELLER shall include a statement indicating the project or effort depicted was or is sponsored by: 
F-35 Joint Program Office Arlington, VA 22202 
(d) The SELLER agrees to include a similar requirement in each subcontract or purchase order under this contract. 
Subcontractors, suppliers, and vendors shall submit requests for authorization to release through the prime contractor to 
the Public Affairs Officer, through LOCKHEED MARTIN. 
 

 C. USE OF DATA SOFTWARE WITH LESS THAN GOVERNMENT PURPOSE RIGHTS 
If SELLER believes it to be in the best interest of the F-35 program to consider incorporation of any noncommercial 
technical data, noncommercial computer software, or noncommercial computer software documentation with less than 
Government Purpose rights other than assertions previously accepted under SELLER’s F-35 contracts or evaluated 
during negotiations, SELLER shall submit a written request for approval to the Buyer prior to incorporation. The 
request for approval shall describe:  

1. alternatives evaluated;  
2. the benefit to the F-35 program for using the noncommercial technical data, noncommercial computer 
software, or noncommercial computer software documentation with less than Government Purpose Rights;  
3. the name of the entity asserting less than Government Purpose Rights;  
4. the basis for the assertion (per DFARS 252.227-7017), to include sufficient information to enable the Buyer, 
LOCKHEED MARTIN and the Contracting Officer of the controlling prime contract to evaluate any listed 
assertions;  
5. a Rough Order of Magnitude cost estimate to obtain a Government Purpose Rights license as defined in 
DFARS 252.227-7013 (Rights in Technical Data – Noncommercial Items) and DFARS 252.227-7014 (Rights in 
Noncommercial Computer Software and Noncommercial Computer Software Documentation).  

 
The Buyer shall provide timely notice of the U.S. Government’s response upon receipt.. Nothing in this clause 
precludes the U.S. Government from challenging any data rights assertions pursuant to DFARS 252.227-7019 or 
DFARS 252.227-7037. If SELLER’s Order performance is delayed as a result of the time period between the date of 
SELLER’s request for approval and Northrop Grumman’s notice to SELLER of the U.S. Government’s response 
thereto, SELLER may be entitled to an equitable adjustment to the Order schedule and/or price as applicable. 
 
D. RESTRICTION ON THE DELIVERY OR PROCUREMENT OF SUPPLIES AND SERVICES FROM THE 
REPUBLIC OF TURKEY 
(a) Definitions. 

(1) “Component” means any item supplied to the Government as part of an end product including, without 
limitation, raw materials and intermediate assemblies. 
(2) “Covered article” means any end item, component, software, or service that- 

(i) Is produced in Turkey or by a covered entity; or 
(ii) Is a service provided in Turkey or by a covered entity. 

(3) “Covered entity” means an entity that is effectively owned or controlled by the Turkish government. 
(4) “Effectively owned or controlled” means that the Turkish government or any entity controlled by the Turkish 
government has the power, either directly or indirectly, whether exercised or exercisable, to control the election, 
appointment, or tenure of the entity’s officers or a majority of the entity’s board of directors by any means, e.g., 
ownership, contract, or operation of the law (or equivalent power for unincorporated organizations) but only to 
the extent that such effective ownership or control is actually known by the SELLER to the best of its knowledge 
without obligation to inquire. 
(5) “Entity controlled by the Turkish government” means 

(i) Any domestic or foreign organization or corporation that is known to be effectively owned or 
controlled by the Turkish government; or 
(ii) Any individual directly and openly or known to the Contractor to be acting on behalf of the Turkish 
government. 

(6) “Purchase Order” means a mutually binding agreement between the Contractor and a subcontractor 
indicating types, definite quantities, and prices for products or services the subcontractor will provide to the 
Contractor. 
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(b) Restrictions. 
From the date of incorporation of this clause into the Contract, the Contractor shall not enter into any Purchase 
Orders that would result in the delivery of covered articles under this contract nor charge to this contract, either 
directly or indirectly, of the costs of any covered article placed on a Purchase Order after said incorporation date. 

(c) Reporting requirement. 
(1) In the event the Contractor identifies a covered article provided to the Government during contract 
performance that was placed on a Purchase Order after 31 March 2020, or the Contractor is notified of such by a 
subcontractor at any tier or any other source, the Contractor shall report, in writing, to the Contracting Officer 
the following information: 

(i) Within 10 business days from the latter to occur of (a) the date of such identification or notification 
or (b) the incorporation of this clause into this Contract: the contract number; the order number(s), if 
applicable; supplier name; brand; model number (Original Equipment Manufacturer (OEM) number, 
manufacturer part number, or wholesaler number); item description; and any readily available 
information about mitigation actions undertaken or recommended. 
(ii) Within 20 business days of submitting the report pursuant to paragraph (c)(1) of this clause: any 
further available information about mitigation actions undertaken or recommended. In addition, for 
covered articles provided to the Government placed on a Purchase Order after incorporation of this 
clause, the Contractor shall describe the efforts it undertook to prevent use or submission of a covered 
article, any reasons that led to the use or submission of the covered article, and any additional efforts 
that will be incorporated to prevent future use or submission of covered articles. 

(d) The Parties agree that no consideration shall be provided by the Contractor to the Government, or penalties imposed 
upon the Contractor for unknowingly being non-compliant to paragraph (b) above. 
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in all 
subcontracts, including subcontracts for the acquisition of commercial items. 

 
 

A. EXPORT CONTROL 
(a) The parties agree to comply with all applicable U.S. export control laws and economic sanctions laws 
and regulations, specifically including but not limited to the International Traffic in Arms Regulations (ITAR), 22 
C.F.R. 120 et seq.; the Export Administration Regulations, 15 C.F.R. 730-774; and the Foreign Assets Control 
Regulations, 31 C.F.R. 500-598 (collectively, “Trade Control Laws”). Without limiting the foregoing, the parties agree 
that they shall not transfer any export controlled item, technical data, technology, or service, including transfers to 
foreign persons employed by or associated with, or under contract to a party or a party’s lower tier suppliers, unless 
authorized in advance by an export license (such as Technical Assistance Agreement (TM) or Manufacturing License 
Agreement (MLA), license exception or license exemption, collectively, “Export Authorization”), as required. 
 
(b) When necessary for performance of this Contract and upon request of a Party receiving an item pursuant to this 
Contract, the Party furnishing or delivering such item shall provide, the applicable export jurisdiction and classification 
identifier (e.g., U.S. Munitions List category or the U.S. Export Control Classification Number (ECCN)) for the item 
being furnished or delivered. The information provided in accordance with the preceding sentence shall be in writing 
and authored by a person knowledgeable with the subject matter to make such representations. If the Party delivering or 
furnishing the item is not the original equipment manufacturer (OEM) of said item, the Party may provide the 
applicable export jurisdiction/classification identifier obtained from its source of supply. For avoidance of doubt, the 
obligation of a Party to provide an export jurisdiction/classification identifier only applies to the full or complete item 
as delivered or furnished pursuant to this Contract, and not to components or parts thereof. 

 
(c) Each Party hereby represents that neither it nor any parent or subsidiary of the Party, or any business unit under the 
parent of the Party, is included on any of the restricted party lists maintained by the U.S. Government, including the 
Specially Designated Nationals List administered by the U.S. Treasury Department’s Office of Foreign Assets Control 
(“OFAC”), Denied Parties List, Unverified List or Entity List maintained by the U.S. Commerce Department’s Bureau 
of Industry and Security (“815”), or the List of Statutorily Debarred Parties maintained by the U.S. State Department’s 
Directorate of Defense Trade Controls, or the consolidated list of asset freeze targets designated by the United Nations, 
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European Union, and United Kingdom (collectively, “Restricted Party Lists”). Each Party shall immediately notify the 
other Party’s Procurement Representative if the Party, or any parent or subsidiary of the Party, or any business unit 
under the patent of the Patty, becomes listed on any Restricted Party List or if the Party’s export privileges are 
otherwise denied, suspended or revoked in whole or in part by any U.S. or non-U.S. government entity or agency. 
 
(d) If SELLER is engaged in the business of exporting, manufacturing (whether exporting or not) or brokering defense 
articles or furnishing defense services, SELLER represents that it is and will continue to be registered with the 
Directorate of Defense Trade Controls, as required by the ITAR, and it maintains an effective export/import compliance 
program in accordance with the ITAR. 
 
(e) If BUYER or SELLER is a party to or signatory under the other Party’s Export Authorization, then such Party shall 
provide prompt notification to the other Party’s Procurement Representative in the event of changed circumstances that 
affects a Party’s performance under this Contract (1) including, but not limited to, ineligibility, a violation or potential 
violation of the ITAR or other applicable governmental restrictions, and the initiation or existence of a U.S. 
Government investigation, or (2) any change by a Party that might require the other Party to submit an amendment to 
an existing Export Authorization or request a new or replacement Export Authorization. A Party shall provide to the 
other Party all information and documentation as may reasonably be required for the other Party to prepare and submit 
any requited export license applications. 
 
(f) SELLER shall include paragraphs (a) through (U) and this paragraph (f) of this clause or equivalent provisions in 
lower tier subcontracts for the delivery of items that will be included in or delivered as Work to BUYER. SELLER 
shall immediately notify BUYER upon learning that any lower tier subcontractor with which it engages has become 
listed on the Restricted Parties List. 
 

II. REVISIONS 
 

A. The following changes are made to the clause entitled, “FEDERAL ACQUISITION REGULATION (FAR) AND 
DEFENSE FAR SUPPLEMENT (DFARS) FLOWDOWN CLAUSES AND PROVISIONS”: 

 
1. Add the following FAR clauses: 

 
52.219-9  SMALL BUSINESS SUBCONTRACTING PLAN (OCT 2015) (DEVIATION 2016-O0009) 

(AUG 2016) 
52.222-62 PAID SICK LEAVE UNDER EXECUTIVE ORDER 13706 
52.224-3 PRIVACY TRAINING 
52.227-1 AUTHORIZATION AND CONSENT (ALT I) 
52.228-3 WORKERS COMPENSATION INSURANCE (DEFENSE BASE ACT) 
52.228-4 WORKERS COMPENSATION AND WAR HAZARD INSURANCE OVERSEAS 

(DEFENSE BASE ACT) 
52.229-8 TAXES-FOREIGN COST-REIMBURSEMENT CONTRACTS 
52.229-9 TAXES-COST-REIMBURSEMENT CONTRACTS WITH FOREIGN GOVERNMENTS 
52.245-9 USE AND CHARGES 
52.246-26 REPORTING OF NONCONFORMING ITEMS 
 

 

2. Add the following DFARS clauses: 

252.215-7010 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND OTHER DATA 
THAN CERTIFIED COST OR PRICING DATA 

252.219-7003 SMALL BUSINESS SUBCONTRACTING PLAN (DOD CONTRACTS) - BASIC (MAR 
2016)(DEVIATION 2016-O0009) (AUG 2016) 

252.219-7004 SMALL BUSINESS SUBCONTRACTING PLAN (TEST PROGRAM) 
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252.225-7047 EXPORTS BY APPROVED COMMUNITY MEMBERS IN PERFORMANCE OF THE 
CONTRACT 

252.225-7054 PROHIBITION ON USE OF CERTAIN ENERGY SOURCED FROM INSIDE THE 
RUSSIAN FEDERATION 

252.225-7976 CONTRACTOR PERSONNEL PERFORMING IN JAPAN ((DEVIATION 2018-O0019) 

252.229-7011 REPORTING OF FOREIGN TAXES -- U.S. ASSISTANCE PROGRAMS 

252.234-7002 EARNED VALUE MANAGEMENT SYSTEM 

252.234-7004 COST AND SOFTWARE DATA REPORTING SYSTEM-BASIC 

252.234-7004 COST AND SOFTWARE DATA REPORTING SYSTEM-BASIC (ALT I) 

252.236-7013 REQUIREMENT FOR COMPETITION OPPORTUNITY FOR AMERICAN STEEL 
PRODUCERS, FABRICATORS, AND MANUFACTURERS 

   (Applicable to Orders requiring the acquisition of steel as a construction material) 

252.237-7023 CONTINUATION OF ESSENTIAL CONTRACTOR SERVICES 

 

3. Add the following DFARS clauses in full text:  

 
252.225-7972  PROHIBITION ON THE PROCUREMENT OF FOREIGN-MADE UNMANNED AIRCRAFT SYSTEMS (DEVIATION 
2020-O0015) 
(a) Prohibition. In accordance with section 848of the National Defense Authorization Act for Fiscal Year 2020, the 
Contractor shall not provide or use in the performance of this contract- 
 (1) An unmanned aircraft system (UAS), or any related services or equipment, that – 

(i) Is manufactured in the People’s Republic of China or by an entity domiciled in the People’s Republic of 
China; 
(ii) Uses flight controllers, radios, data transmission devices, cameras, or gimbals manufactured in the People’s 
Republic of China or by an entity domiciled in the People’s Republic of China; 
(iii) Uses a ground control system or operating software developed in the People’s Republic of China or by an 
entity domiciled in the People’s Republic of China; 
(iv) Uses network connectivity or data storage located in, or administered by an entity domiciled in the 
People’s Republic of China; or 

(2) A system for the detection or identification of a UAS, or any related services or equipment, that is manufactured  
     (i) in the People’s Republic of China; or 
     (ii) by an entity domiciled in the People’s Republic of China. 

(b) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (b), in all subcontracts 
or other contractual instruments, including subcontracts for the acquisition of commercial items. 

(End of clause) 
 
252.225-7976 Contractor Personnel Performing in Japan. (DEVIATION 2018-O0019)  
Use this clause in solicitations and contracts, including solicitations and contracts using FAR part 12 procedures for the 
acquisition of commercial items, that will require contractor personnel to perform in Japan. 

 
CONTRACTOR PERSONNEL PERFORMING IN JAPAN 

(DEVIATION 2018-O0019)(AUG 2018) 
 

 (a)  Definitions.  As used in this clause— 
  
 “Commander” means the Commander of the United States Forces Japan (USFJ). 
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 “Dependent” means spouse, and children under 21; and parents, and children over 21, if dependent for over 
half their support upon a member of the United States Armed Forces or civilian component. 
 
 “Law of war” means that part of international law that regulates the conduct of armed hostilities.  The law of war 
encompasses the international law related to the conduct of hostilities that is binding on the United States or its individual 
citizens, including treaties and international agreements to which the United States is a party, and applicable customary 
international law. 
 
 “SOFA Article I(b) status” means a designation by the Commander of contractor personnel as Members of the 
Civilian Component under Article I(b) of the Status of Forces Agreement (SOFA), in accordance with agreement 
by the Joint Committee. To receive such a designation, an individual must— 
 
  (1)  Be a United States national;  
 
  (2)  Not be ordinarily resident in Japan (or if ordinarily resident, complete the procedures set forth in 
USFJ Instruction 36-2611 (Change of Status by Persons in Japan to One of the Categories Authorized by the Status 
of Forces Agreement, available at http://www.usfj.mil/Portals/80/Documents/Instructions/36-2611%20(USFJI).pdf   
  
  (3)  Be present in Japan at the official invitation of the United States Government and solely for official 
purposes in connection with the United States Armed Forces; 
 
            (4)  Not have SOFA Article XIV status; and  
            (5)  Be essential to the mission of the United States Armed Forces and has a high degree of skill or 
knowledge for the accomplishment of mission requirements by fulfilling the following: 
  
   (i) Has acquired the skill and knowledge through a process of higher education or specialized 
training and experience; or 
 
   (ii)  Possesses a security clearance recognized by the United States to perform his or her duties; or 
 
   (iii)  Possesses a license or certification issued by a U.S. Federal department or agency, U.S. state, 
U.S. Territory, or the District of Columbia to perform his or her duties; or 
 
   (iv)  Be identified by the United States Armed Forces as necessary in an emergent situation and 
will remain in Japan for less than 91 days to fulfill specialized duties; or 
 
   (v)  Is an employee of a military banking facility; or 
 
   (vi) Is specifically authorized by the Joint Committee. 
 
 “SOFA Article XIV status” means designation by the Commander to persons, including corporations 
organized under the laws of the United States and its personnel, that are ordinarily resident in the United States and 
whose presence in Japan is solely for the purpose of executing contracts with the United States for the benefit of the 
United States Armed Forces.  Such designations are made in extremely limited circumstances and only after 
consultation with the Government of Japan.  Article XIV designations are restricted to cases where open 
competitive bidding is not practicable due to—  
 
  (1)  Security considerations;  
 
  (2)  The technical qualification of the contractors involved;  
 
  (3)  The unavailability of materials or services required by United States standards; and 
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  (4)  Limitations of United States law.  
 
 “SOFA-covered contractor personnel” means contractor personnel who have been designated as having SOFA 
Article I(b) status or SOFA Article XIV status, which is documented on a Letter of Authorization (LOA) signed by 
the Contracting Officer.  
 
 “SOFA status” means either SOFA Article I(b) status or SOFA Article XIV status or a dependent under 
Article I(c). 
 
 “Status of Forces Agreement” means the “Agreement under Article VI of the Treaty of Mutual Cooperation 
and Security between Japan and the United States of America, Regarding Facilities and Areas and the Status of 
United States Armed Forces in Japan,” dated January 19, 1960, and all supplementary agreements to the SOFA, 
including the agreement signed on January 16, 2017. 
 
 “United States national” means a citizen of the United States, or a person who, though not a citizen of the 
United States, owes permanent allegiance to the United States. 
 
 (b)  General.  
 
  (1)  This clause applies to SOFA-covered contractor personnel when performing in Japan.  The requirements of 
paragraph (c)(2) and (e)(1) of this clause must be specified in the statement of work to be applied to non-SOFA-covered 
contractor personnel. 
 
  (2)  The Contractor shall comply with the instructions of the Contracting Officer concerning the entry of its 
personnel, equipment, and supplies into Japan, applicable Japanese laws and regulations, and USFJ and USFJ-component 
policies and instructions during the performance of this contract.  Specifically, the Contractor shall comply with— 
 
   (i)  USFJ Instruction 64-100, Contract Performance in Japan; 
 
   (ii)  USFJ Instruction 36-2811, Indoctrination Training Programs; 
 
   (iii)  USFJ Instruction 36-2611, Change of Status by Persons in Japan to One of the Categories Authorized 
by the Status of Forces Agreement; and  
 
   (iv)  USFJ Instruction 64-102, United States Official Contractors and Their Employees, as applicable to 
contractors and contractor personnel with SOFA Article XIV status. 
 
  (3)  Application for status under the SOFA shall be in accordance with USFJ Instruction 64-100 and, in 
specific and limited circumstances, USFJ Instruction 64-102.  
   (i)  The Contracting Officer, through consultation with their legal counsel and the USFJ/J06 office, 
makes the determination of status under SOFA Article I(b) for contractor personnel.   
 
   (ii)  If the Contracting Officer makes a request for status as a United States Official Contractor 
under Article XIV, USFJ Headquarters (HQ USFJ) shall make the final determination on the Contractor’s SOFA 
status upon consultation with the government of Japan.  
 
   (iii)  The Contractor shall request a determination of status under the SOFA for its eligible personnel 
through the Synchronized Predeployment and Operational Tracker (SPOT) system (see paragraph (f) of this clause).  The 
Contracting Officer will approve a LOA generated in SPOT (see paragraph (c)(2) of this clause) indicating the SOFA status 
of the contractor personnel only after verifying that eligibility criteria described in USFJ Instruction 64-100 are met. 
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   (iv)  Contractor personnel dependent information is also required to be entered into SPOT as part of the 
employee record.   
 
  (4)  The importation and personal possession of firearms, swords, and other weapons is highly restricted and 
controlled in Japan.  Contractor personnel considering bringing personal firearms, swords, or other weapons into Japan 
must comply with USFJ Instruction 31-207, “Firearms and Other Weapons in Japan” available from USFJ/J023 at 
pacom.yokota.usfj.mbx.j023@mail.mil.  The importation and possession of firearms and weapons to perform services 
under a contract will be addressed separately in the contract. 
 
  (5)  Offenses committed by the Contractor or contractor personnel may be subject to United States or host 
nation prosecution and/or civil liability (see paragraph (d) of this clause).  Japan authorities have the right to exercise 
jurisdiction over SOFA-covered contractor personnel, including dependents, in relation to offenses committed in Japan and 
punishable by the law of Japan. In those cases in which the Japanese authorities have the primary right to exercise 
jurisdiction but decide not to do so, the United States shall have the right to exercise such jurisdiction as is conferred on it 
by the law of the United States.  
 
 (c)  Support. 
 
  (1)  Security plan.  The Commander will develop a security plan that identifies contingency procedures and 
potential evacuation of nonessential SOFA-covered contractor personnel.  
 
  (2)  Letter of authorization.   A SPOT-generated LOA signed by the Contracting Officer is required for SOFA-
covered contractor personnel travel to, from, or within Japan.   
 
   (i)  The LOA will identify any additional authorizations, privileges, or Government support that contractor 
personnel are entitled to under this contract.  USFJ has limited capability to provide Government-furnished routine medical 
services to contractors in Japan.  In instances where Government-furnished routine medical services are neither available 
nor authorized in the contract, the SPOT-generated LOA shall be annotated with “None” checked for Government-
furnished routine medical services. 
 
   (ii) Contractor personnel shall present a valid LOA to Japanese immigration officials upon entry into and 
exit from Japan to receive government of Japan recognition as a Member of the Civilian Component under the SOFA or as 
a contractor with Article XIV status. 
 
   (iii)  Contractor personnel who are issued a LOA shall maintain possession a DoD-issued identification 
credential at all times while performing under this contract in Japan.  If the contractor personnel does not possess a DoD-
issued identification credential, he or she shall maintain possession of a copy of the LOA and their passport at all times 
while performing under this contract in Japan. 
 
  (3)  SOFA-status contractor personnel privileges.  Contractor personnel and their dependents granted authority 
to enter Japan under SOFA Article I(b) may be accorded the following benefits of the SOFA: 
 
   (i)  Access to and movement between facilities and areas in use by the United States Armed Forces and 
between such facilities and areas and the ports or airports of Japan as provided for in paragraph 2 of the SOFA Article V. 
 
   (ii)  Entry into Japan and exemption from Japanese laws and regulations on the registration and control of 
aliens as provided for in SOFA Article IX. 
 
   (iii)  Acceptance as valid by Japan, without a driving test or fee, a USFJ Operator’s Permit for Civilian 
Vehicle as provided for in SOFA Article X. Issuance of such permit shall be subject to applicable military regulation. 
 
   (iv)  Exemption from customs duties and other such charges on materials, supplies, and equipment which 
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are to be incorporated into articles or facilities used by the United States Armed Forces; furniture, household goods for 
private use imported by person when they first arrive to work in Japan; vehicles and parts imported for private use; and 
reasonable quantities of clothing and household goods for everyday private use, which are mailed into Japan through 
United States military post offices as provided for in paragraphs 2 and 3 of SOFA Article XI. 
 
   (v)  Exemption from the laws and regulations of Japan with respect to terms and conditions of 
employment as provided for in paragraph 7 of SOFA Article XII, except that such exemption shall not apply to the 
employment of local nationals in Japan.  
 
   (vi)  Exemption from Japanese taxes to the government of Japan or to any other taxing agency in Japan on 
income received as a result of their service with the United States Armed Forces as provided for in SOFA Article XIII. The 
provisions of Article XIII do not exempt such persons from payment of Japanese taxes on income derived from Japanese 
sources. 
 
   (vii)  If authorized by the installation commander or designee, permission  to use exchanges, 
commissaries, messes, social clubs, theaters, newspapers and other non-appropriated fund organizations regulated by 
United States military authorities as provided for in SOFA Article XV and DoD Manual 1000.13-V2, DoD Identification 
(ID) Cards: Benefits for Members of the Uniformed Services, Their Dependents, and Other Eligible Individuals. 
 
   (viii)  The transmission into or outside of Japan of United States dollar or dollar instruments realized as a 
result of contract performance as provided for in paragraph 2 of SOFA Article XIX.  
 
   (ix)  Exemption from taxation in Japan on the holding, use transfer by death, or transfer to person or 
agencies entitled to tax exemption under the SOFA, of movable property, tangible or intangible, the presence of which in 
Japan is due solely to the temporary presence of these persons in Japan, provided such exemption shall not apply to 
property held for the purpose of investment or the conduct of other business in Japan or to any intangible property 
registered in Japan. 
 
  (4)  Logistical Support.   
 
   (i)  Logistical support may be authorized, when the Contracting Officer determines it necessary and 
appropriate, for contractor personnel in Japan.  Generally, the full range of logistical support listed below is not necessary 
for contractor personnel performing services in Japan on a short-term basis, less than 91 days.  Contractor personnel 
granted SOFA Article I(b) status and their dependents may be provided logistical support, subject to availability as 
determined by the installation commander or designee.  Logistical support includes the following: 
 
    (A)  Base Exchange, including exchange service stations, theaters, and commissary. 
    (B)  Military banking facilities. 
 
    (C)  Transient billeting facilities.  
 
    (D)  Open mess (club) membership, as determined by each respective club. 
 
    (E)  Casualty assistance (mortuary services), on a reimbursable basis. 
 
    (F)  Emergency medical care, on a reimbursable basis. 
 
    (G)  Dental care, limited to relief of emergencies, on a reimbursable basis. 
 
    (H)  Department of Defense Dependent Schools, on a space-created and tuition-paying basis. 
 
    (I)  Postal support, as authorized by military postal regulations. 
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     (J)  Local recreation services, on a space-available basis. 
 
    (K)  Issuance of USFJ Operator’s Permit, if the Contracting Officer determines it necessary based on 
the length of contract performance. 
 
    (L)  Issuance of personal vehicle license plates. 
 
   (ii)  No other logistical support is authorized for contractor personnel in Japan unless the Contracting 
Officer obtains a specific authorization from the installation commander where the support will be provided, after 
coordination with USFJ/J06. 
 
  (5)  Unless specified elsewhere in this contract, the Contractor is responsible for all other support required for 
its personnel engaged in Japan under this contract.  This support includes the Contractor responsibility for entry and exit 
from Japan to ensure compliance with Japanese laws concerning foreign personnel in their country. 
 
     (d)  Compliance with laws and regulations.   
 
  (1)  The Contractor shall comply with, and shall ensure that its personnel performing in Japan are familiar with 
and comply with, all applicable— 
 
   (i)  United States, host country, and third-country national laws; 
 
   (ii)  Provisions of applicable treaties and international agreements; 
 
   (iii)  United States regulations, directives, instructions, policies, and procedures; and 
 
   (iv)  Orders, directives, and instructions issued by the USFJ Commander and installation commanders, 
including those relating to force protection, security, health, safety, or relations and interaction with local nationals. 
 
  (2)  If required by the contract, the Contractor shall institute and implement an effective program to prevent 
violations of the law of war by its employees and subcontractors, including law of war training. 
 
  (3)  The Contractor shall ensure that all contractor personnel are aware— 
 
   (i)  Of the DoD definition of “sexual assault” in DoD Directive 6495.01, Sexual Assault Prevention and 
Response Program; and 
 
   (ii)  That sexual misconduct may constitute offenses under the law of Japan, Uniform Code of Military 
Justice, Federal law, such as the Military Extraterritorial Jurisdiction Act, or both.  All offenses have consequences for 
contractor personnel, including dependents. 
 
  (4)   The Contractor shall report to the appropriate investigative authorities, identified in paragraph (d)(6) of this 
clause, any alleged offenses under the Military Extraterritorial Jurisdiction Act (chapter 212 of title 18, United States Code) 
or other Federal or local laws. 
 
  (5)  The Contractor shall provide to all contractor personnel who will perform work on a contract in the 
operational area, before beginning such work, information on the following: 
 
   (i)  How and where to report an alleged crime described in paragraph (d)(4) of this clause. 
 
   (ii)  Where to seek victim and witness protection and assistance available to contractor personnel in 
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connection with an alleged offense described in paragraph (d)(4) of this clause. 
 
              (iii)  That this section does not create any rights or privileges that are not authorized by law or DoD policy.   
 
  (6)  The appropriate investigative authorities to which suspected crimes shall be reported include the 
following— 
    
   (i)  US Army Criminal Investigation Command at  http://www.cid.army.mil/report-a-crime.html; 
 
   (ii)  Air Force Office of Special Investigations at http://www.osi.af.mil; 
 
   (iii)  Navy Criminal Investigative Service at 
http://www.ncis.navy.mil/ContactUs/Pages/ReportaCrime.aspx; 
 
   (iv)  Defense Criminal Investigative Service at http://www.dodig.mil/Components/Administrative-
Investigations/DoD-Hotline/; or 
 
   (v)  To any command of any supported military element or the command of any base. 
 
  (7)  Personnel seeking whistleblower protection from reprisals for reporting criminal acts shall seek guidance 
through the DoD Inspector General hotline at 800-424-9098 or http://www.dodig.mil/Components/Administrative-
Investigations/DoD-Hotline/.  Personnel seeking other forms of victim or witness protections should contact the nearest 
military law enforcement office. 
 
    (8)(i) The Contractor shall ensure that contractor personnel supporting the U.S. Armed Forces in Japan are 
aware of their rights to— 
 
    (A)  Hold their own identity or immigration documents, such as passport or driver’s license; 
 
    (B)  Receive agreed upon wages on time; 
 
    (C)  Take lunch and work-breaks; 
 
    (D)  Elect to terminate employment at any time; 
 
    (E)  Identify grievances without fear of reprisal; 
 
    (F)  Have a copy of their employment contract in a language they understand; 
 
    (G)  Receive wages that are not below the legal in-country minimum wage; 
 
    (H)  Be notified of their rights, wages, and prohibited activities prior to signing their employment 
contract; and 
 
    (I)  If housing is provided, live in housing that meets host-country housing and safety standards. 
 
      (ii)  The Contractor shall post these rights in work spaces in English and in any foreign language(s) 
spoken by a significant portion of the workforce. 
 
      (iii)  The Contractor shall enforce the rights of contractor personnel and subcontractor personnel 
supporting the United States Armed Forces. 
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 (e)  Preliminary personnel requirements.   
 
  (1)  The Contractor shall ensure that the following requirements are met prior to departure of SOFA-covered 
contractor personnel and, as specified in the statement of work, non-SOFA-covered contractor personnel (specific 
requirements for each category will be specified in the statement of work or elsewhere in the contract): 
 
   (i)  All required security and background checks are complete and acceptable. 
 
   (ii) All required USFJ Form 27, Contractor Employee Acknowledgement Forms. 
  
   (iii)  All such personnel performing in support of an applicable operation— 
 
    (A)  Meet the minimum medical screening requirements, including theater-specific medical 
qualifications as established by the United States Indo-Pacific Command (USINDOPACOM) Combatant Commander (as 
posted to the USINDOPACOM Combatant Commander’s website or other venue); and  
 
    (B)  Have received all required immunizations as specified in the foreign clearance guide. 
 
     (1)  All immunizations shall be obtained prior to arrival in Japan. 
 
     (2)  All such personnel, as specified in the statement of work, shall bring to Japan a copy of 
the U.S. Centers for Disease Control and Prevention (CDC) Form 731, International Certificate of Vaccination or 
Prophylaxis as approved by the World Health Organization, (also known as "shot record" or "Yellow Card") that shows 
vaccinations are current. 
 
   (iv)  Contractor personnel have all necessary passports, visas, and other documents required to enter and 
exit Japan, and other appropriate DoD identity credential.   
 
   (v)  Special area, country, and theater clearance is obtained for all personnel.  Clearance requirements are 
in DoD Directive 4500.54E, DoD Foreign Clearance Program.  For this purpose, SOFA-covered contractor personnel are 
considered non-DoD personnel traveling under DoD sponsorship. 
 
  (2)  The Contractor shall notify its personnel, including dependents, who are not a host country national, or 
who are not ordinarily resident in the host country, that— 
 
     (i)  Such personnel, and dependents, who engage in conduct outside the United States that would 
constitute an offense punishable by imprisonment for more than one year if the conduct had been engaged in within the 
special maritime and territorial jurisdiction of the United States, may potentially be subject to the criminal jurisdiction of the 
United States in accordance with the Military Extraterritorial Jurisdiction Act of 2000 (18 U.S.C. 3621, et seq.); 
 
     (ii)  Pursuant to the War Crimes Act (18 U.S.C. 2441), Federal criminal jurisdiction also extends to 
conduct that is determined to constitute a war crime when committed by a civilian national of the United States; 
 
     (iii)  Other laws may provide for prosecution of U.S. nationals who commit offenses on the premises of 
U.S. diplomatic, consular, military or other U.S. Government missions outside the United States (18 U.S.C. 7(9));  
 
   (iv)  In time of declared war or a contingency operation, SOFA-covered contractor personnel and selected 
non-SOFA covered contractor personnel may be subject to the jurisdiction of the Uniform Code of Military Justice under 
10 U.S.C. 802(a)(10); 
 
        (v)  Contractor personnel are required to report offenses alleged to have been committed by or against 
other contractor personnel to appropriate investigative authorities; and 
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   (vi)  Contractor personnel will be provided victim and witness protection and assistance. 
 
 (f)  Personnel data.    
 
  (1)  The Contractor shall— 
 
   (i)  Use the SPOT web-based system, or its successor, to account for all SOFA-covered contractor 
personnel performing in Japan under the contract;   
   
   (ii) Register for a SPOT account at https://spot.dmdc.mil for unclassified contracts and at 
https://spot.dmdc.osd.smil.mil for classified contracts using one of the following log-in methods, after which the 
SPOT Customer Support Team will contact the Contractor to validate user needs: 
 
    (A) A Common Access Card (CAC) or a SPOT-approved digital certificate. 
 
    (B) A Government-sponsored SPOT user ID and password. This type of log-in method is only 
allowed for those individuals who are not authorized to obtain a CAC or an external digital certificate, and requires 
SPOT Program Management Office approval; 
 
   (iii) Comply with the SPOT Business Rules located at https://www.acq.osd.mil/log/PS/spot.html; 
 
   (iv)  Enter into the SPOT the required information on contractor personnel, accompanying dependents and 
equipment prior to departure and continue to use the SPOT to maintain accurate, up-to-date information throughout 
performance in Japan for all applicable contractor personnel.  Changes to status of individual contractor personnel relating 
to their in-theater arrival date and their duty location, including closing out the deployment with their proper status (e.g., 
mission complete, killed, wounded) shall be annotated within the SPOT database in accordance with the timelines 
established in the SPOT Business Rules at http://www.acq.osd.mil/log/PS/ctr_mgt_accountability.html; and 
 
   (v)  Ensure the in-theater arrival date, closeout dates, and changes of the status of individual contractor 
personnel relating to their in-theater arrival date and their duty location, to include closing out the performance in the 
operational area with their proper status, are updated in the system in accordance with the processes and timelines 
established in the SPOT business rules. 
   
  (2)  SPOT non-compliance and deficiencies will be relevant to past performance evaluations for future contract 
opportunities, in accordance with Federal Acquisition Regulation subpart 42.15.  
  
 (g)  Contractor personnel.   
 
   (1)  Civilian personnel supporting the United States Armed Forces in Japan are guests in a foreign country and 
must at all times conduct themselves in an honorable and credible manner.  Criminal conduct and dishonorable personal 
behavior, committed either on or off duty, adversely impacts Unite States and Japanese relations, tarnishes the image of the 
DoD and USFJ, and hampers the Force’s military readiness.   
 
                  (i)  Compliance with laws and regulations.  The Contractor shall comply with, and shall ensure that its 
personnel are familiar with, and comply with, all applicable— 
 
           (A)  United States and host country laws; 
 
    (B)  Treaties and international agreements. 
 
    (C)  United States regulations, United States Armed Forces directives, instructions, policies, and 
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procedures; and 
 
    (D)  Orders, directives, and instructions issued by supported commanders, including those relating to 
force protection, security, health, safety, liberty policies, alcohol-related incidents, or relations and interaction with local 
nationals, should serve as guideposts in all on and off duty conduct and will be used as general principles in the application 
of the Government’s discretion with regard to paragraph (ii), below.   
 
       (ii)  Removal and replacement of Contractor personnel. The Contracting Officer may direct the 
Contractor, at its own expense, to remove and replace any Contractor personnel who fail to comply with or violate 
applicable requirements of the contract, including those stipulated in this section. Such action may be taken at the 
Government’s discretion without prejudice to its rights under any other provision of this contract, including the termination 
for default or cause.   
 
  (2)  The Contractor shall identify all personnel who occupy a position designated as mission essential and 
ensure the continuity of essential Contractor services during designated operations, unless, after consultation with the 
Contracting Officer, Contracting Officer’s Representative, or installation commander, the Contracting Officer directs 
withdrawal due to security conditions.  
 
  (3)  The Contractor shall ensure that contractor personnel follow the guidance at paragraph (e)(2)(v) of this 
clause and any specific Commander guidance on reporting offenses alleged to have been committed by or against 
contractor personnel to appropriate investigative authorities. 
 
    (4)  Contractor personnel shall return all U.S. Government-issued identification, including the Common Access 
Card, to appropriate U.S. Government authorities at the end of their employment under this contract. 
 
 (h)  Protective equipment.   
 
  (1)  Contractor personnel may wear military-unique organizational clothing and individual equipment required 
for safety and security, such as ballistic, nuclear, biological, or chemical protective equipment.  Any required protective 
equipment should be identified in the statement of work in the contract. 
 
  (2)  The Commander may issue organizational clothing and individual equipment and provide training, if 
necessary, as part of the security plan. 
 
  (3)  The Contractor shall ensure that any issued organizational clothing is returned to the point of issue, unless 
otherwise directed by the Contracting Officer. 
 
 (j)  Evacuation.   
 
  (1)  If the Commander orders a mandatory evacuation of some or all personnel, the Government will provide 
assistance, to the extent available, to contractor personnel who are U.S. citizens and third-country nationals. 
 
  (2)  In the event of a non-mandatory evacuation order, unless authorized in writing by the Contracting Officer, 
the Contractor shall maintain personnel on location sufficient to meet obligations under this contract. 
 
 (k)  Next of kin notification and personnel recovery.   
 
  (1)  The Contractor shall be responsible for notification of its personnel’s designated next of kin in the event an 
individual dies, requires evacuation due to an injury, or is isolated, missing, detained, captured, or abducted. 
 
  (2)  The Government will assist in personnel recovery actions in accordance with DoD Directive 3002.01, 
Personnel Recovery in the Department of Defense. 
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      (l)  Mortuary affairs.  Contractor personnel authorized to accompany United States Armed Forces may be covered by 
the DoD mortuary affairs program in accordance with DoD Directive 1300.22, Mortuary Affairs Policy, and DoD 
Instruction 3020.41, Operational Contract Support. 
 
 (m)  Subcontracts.  The Contractor shall incorporate the substance of this clause, including this paragraph (m), in all 
subcontracts that will require subcontractor personnel to perform in Japan. 
 

(End of clause) 

 
 
III. ADDITIONAL CONDITIONS 

 
1. COMPLIANCE WITH CYBER SECURITY CLAUSES  

Seller must comply with the provisions of FAR 52.204-21 Basic Safeguarding of Covered Contractor Information 
Systems and DFARS 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting, 
252.204-7019 Notice of NIST SP 800–171 DoD Assessment Requirements and DFARS 252.204-7020 NIST SP 
800-171 DoD Assessment Requirements, all of which are incorporated herein by reference. Seller shall provide 
adequate security on all covered information systems in accordance with the provisions of these clauses. The Seller 
shall notify the Buyer immediately should Seller not be in compliance with any aspect of or wish to deviate from the 
provisions of NIST SP 800-171.  


