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Introduction

We are proud to issue again our Human Rights Report. This report highlights our commitment to human rights.

At Northrop Grumman, we have a strong culture. It is founded in our values and reflects, among other things, our high
standards of ethics and integrity, and our deep respect for individuals and human rights. Our policies, practices and
procedures help to ensure we conduct business globally in a manner consistent with our values. Our Human Rights
Policy, in particular, reflects how we apply our values and culture and demonstrates our respect for individuals and
human rights across various aspects of our business.

Our Values support our ability to deliver on our shared purpose; they reflect who we are and how we treat others; our
culture, and how we act and operate. Living our values is what makes Northrop Grumman special.

Our Values

We do the right thing
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As noted above, our Human Rights Policy focuses on how we treat people and how we operate consistent with our
commitment to individual and human rights. This report is intended to provide additional insights into our policy and
how it is implemented. Our Human Rights Policy, along with our prior year Human Rights Report, and other related
documents are available through the Ethics and Business Conduct portion of our website.
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Overview of Our Company

We are a leading global aerospace and defense technology company. Our pioneering solutions equip our customers
with the capabilities they need to connect and protect the world and push the boundaries of human exploration across
the universe. Driven by a shared purpose to solve our customers’ toughest problems, our employees define possible
every day.

We deliver a broad range of products, services and solutions to U.S. and international customers, and principally to
the U.S. Department of Defense (DoD) and intelligence community. Our broad portfolio is aligned to support national
security priorities and our solutions equip our customers with capabilities they need to connect, protect and

advance humanity.

We are a leading provider of space systems, military aircraft, missile defense, advanced weapons and long-range
fires capabilities, mission systems, networking and communications, strategic deterrence systems, and breakthrough
technologies, such as advanced computing, microelectronics and cyber. We are focused on competing and winning
programs that enable continued growth, performing on our commitments and affordably delivering capability our
customers need. With the investments we’ve made in advanced technologies, combined with our talented workforce
and digital transformation capabilities, Northrop Grumman is well positioned to meet our customers’ needs today and
in the future.

We are aligned in four operating sectors:

AERONAUTICS SYSTEMS
Strike | Air Dominance | Battle Management and Control | Intelligence,
Surveillance and Reconnaissance (ISR)

Leader in the design, development, production, integration, sustainment and
modernization of advanced aircraft systems for the U.S. Air Force, the U.S.
Navy, other U.S. government agencies, and international customers.

DEFENSE SYSTEMS
Integrated Battle Management Systems | Weapons Systems | Aircraft and
Mission Systems Sustainment and Modernization

Leader in the design, development, production, integration, sustainment and
modernization of weapon and mission systems for U.S. military and civilian
agency customers, and a broad range of international customers.

MISSION SYSTEMS

Cyber | C4ISR Systems | Radar, Electro-optical/infrared (EO/IR) and Acoustic
Sensors | Electronic Warfare Systems | Advanced Communications and Network
Systems | Microelectronics

Leader in advanced mission solutions and multifunction systems, for the
U.S. defense and intelligence community, and international customers.

SPACE SYSTEMS

Satellites and Payloads | Ground Systems | Missile Defense Systems and
Interceptors | Launch Vehicles and Related Propulsion Systems |
Strategic Missiles

Leader in delivering end-to-end mission solutions through the design,
development, integration, production and operation of space, missile defense,
launch and strategic missile systems for national security, civil government,
commercial and international customers.
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Overview of Our Human Rights Policy

Human rights are commonly defined as the basic freedoms believed to be inherent to all people, including as
addressed in the Universal Declaration for Human Rights. The Universal Declaration focuses on dignity, respect
and equity, without discrimination. These are principles that lie at the core of our company’s values and our Human
Rights Policy. We are committed to treating all our stakeholders — including our employees, customers, shareholders
and suppliers, and the communities in which we operate — with dignity, respect and equity. Our values, together with
our Human Rights Policy and Standards of Business Conduct, serve as key pillars for our human rights program
and underlie our strong corporate governance and responsible business practices.

Human Rights Policy

Our Human Rights Policy, grounded in our values, culture and commitment to ethics and integrity, is robust and
far-reaching. Our policy is focused broadly on Our People, Our Supply Chain, Our Programs and Products, Our
Communities and Environment and Our Commitment to Integrity. It provides for effective oversight by both
management and the Board of Directors.

OUR PEOPLE

m We treat our employees with respect and dignity, actively protecting and
progressing their human rights.

m We value and embrace diversity of thought and opinion. We recognize the world
we serve is diverse, and we respect and embrace those differences.

m We do not tolerate discrimination and work hard to provide a work environment
free from discrimination, harassment and retaliation.

m We treat with dignity and respect those with whom we do business — including
customers, suppliers, partners and competitors.

m We are dedicated to serving as a good partner to the many companies who help
us meet our mission.

m We require our suppliers to embrace similar values and further our commitment
to human rights.

m We require our suppliers to adhere to our Supplier Standards of Business
Conduct which, consistent with our values, sets forth our requires related to
ethics and integrity and the protection of human rights.
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OUR PROGRAMS AND PRODUCTS

m We are committed to high standards of ethical and business conduct in how we
develop, offer and provide our products and services.

[l
L

m We believe in being a good corporate citizen — making strong communities
possible and improving the lives of the people in the communities where we
live and work.

m We strive to be a thought leader and consensus builder, advancing our values of
respect for all individuals, equal opportunity, diversity and inclusion and
protecting our environment.

| it

m We conduct our operations in an environmentally responsible manner and are
committed to protecting natural resources and minimizing our environmental
impacts to support a sustainable future.

m We establish, implement, monitor and report on progress on specific
environmental goals which are intended to reduce our environmental footprint,
reduce the production of waste, reduce our use of scarce natural resources and
protect our global environment.

m We are committed to ethics and integrity, consistent with our values, and our
guided by this commitment in everything we do.
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Standards of Business Conduct

Our Standards of Business Conduct, together with other company policies, practices, and procedures, reflect and
implement our values. They apply to our directors, officers and employees, and set forth specific requirements for how
we do business. They also include a Guide to Making Ethical Decisions to help navigate challenging situations.

Our Standards of Business Conduct for Suppliers and Other Trading Partners (Supplier Standards of
Business Conduct) seek to ensure that our suppliers and other partners share and exhibit our values as well. In
2023, we updated both our Standards of Business Conduct and our Supplier Standards of Business Conduct
as part of our continuous efforts to review, enhance and reinforce our commitment to our values and mission. These
updates included:

m Digital, interactive and mobile-friendly digital versions of the Standards of Business Conduct;

m Alist of key definitions to ensure that important terms used throughout are defined and explained;

m Clear explanations of employee expectations in each section, including “do’s and “don’ts” for each risk area;
m Clear expectations regarding the responsible use of artificial intelligence; and

m Points of contact for key areas.

We also have adopted other company policies, practices and procedures that form an integral part of our overall
human rights program, some of which are described more fully in this report. For a list of additional externally
available resources, please see the Appendix to this report.
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Oversight of Human Rights Program

We are committed to ensuring that our human rights program is effective and evolves to reflect learning and best
practices. We assess potential human rights risks, the severity of the potential risks, and the relevant mitigation
measures. We integrate findings into our policies, procedures and practices. We track various aspects of our
progress as part of the company’s efforts to progress. We also periodically review our Human Rights Policy to
maintain currency and applicability to our business and to respond to applicable changes in legal, regulatory or
other requirements.

Role of the Board of Directors

Our Board of Directors oversees the company’s commitment to human rights. The Policy Committee of the Board has
specific responsibility to provide oversight of the company’s human rights program. Among other responsibilities, the
Policy Committee:

m Reviews and provides oversight of our ethics and corporate social responsibility programs and policies, including
our Standards of Business Conduct;

m Reviews and provides oversight of our policies supporting human rights, as well as health and safety; and

m Receives an update at least annually from the General Counsel, or her designee, on the Human Rights
Working Group.

Role of the Human Rights Working Group

We established a Human Rights Working Group to help ensure our Human Rights Policy is implemented effectively
and achieves our goals. The Human Rights Working Group considers the effectiveness of the program, the nature of
the risk environment, and evolving best practices. The Human Rights Working Group reviews topics such as
corporate citizenship and responsibility, due diligence processes and procedures, feedback from shareholders on
human rights-related matters, and other industry trends. As appropriate, the Human Rights Working Group
recommends changes to this program. This team is led by the General Counsel (or her designee) and includes senior
representatives from, among others, Global Corporate Responsibility, Human Resources, Legal, Global Supply Chain,
Investor Relations, Contracts, Global Business Office, Government Relations, Communications, and our sectors.
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Our People

Our people, anchored and empowered by our company’s culture and values, are at the core of our business. We work
every day to ensure an open, inclusive and ethical work environment in which our employees can strive to do the right
thing, to serve our many stakeholders and to ensure the long-term success of our enterprise.

We respect and value the rights of our employees and strive to provide them with a safe and inclusive environment in
which they can excel. We treat our employees with respect and dignity, actively protecting and progressing their
human rights. We seek to be a preferred place to work, where all are invited to speak up.

Our Culture

Our strong culture — founded on our values; reflecting our commitment to ethics, integrity, inclusion and respect; and
focused on enduring performance, innovation, agility and accountability — enables our success and long-term
sustainable growth. Culture is critical to who we are, our ability to do business and how we do business. Our culture
enables us to attract and retain talent, to perform, to earn trust, to serve our customers and to deliver long-term value
for our shareholders. We all have a shared responsibility to maintain and enhance it.

Our culture is reflected in our commitment to corporate responsibility and sustainability. We are proud of our long-
standing advancement of diversity, equity, inclusion and belonging, our service to our communities and the progress
we have driven across all aspects of sustainability. Corporate responsibility and sustainability are critical to our
business and long-term value creation for our shareholders, customers, employees and suppliers, and the
communities we serve.

We continue to focus on the employee experience as a significant element of our culture. This requires making
available meaningful opportunities for employees to communicate about their experience and our culture more
broadly. Our annual employee experience survey is one such opportunity that gives employees a voice and a
mechanism to provide feedback on our culture and the employee experience. This survey is conducted anonymously
to encourage employee candor on various elements of the employee experience, including career development,
enablement, team culture, manager effectiveness, belonging and well-being. In 2023, 87 percent of employees
responded that they felt their experience at Northrop Grumman was meeting or exceeding their expectations. In the
survey, our employees identified support for career goals, alignment with company values, innovative culture and
pride in the mission as areas of strength for Northrop Grumman. Our leaders review the survey responses and work
collaboratively with their teams to take meaningful actions based on survey results.

ORTHROP
HUMMAN
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Diversity, Equity and Inclusion

We believe it is important to recognize the many forms of diversity and foster an environment where all employees
feel welcome and belong. Our team’s diverse backgrounds, experiences and perspectives strengthen our ability to
innovate. Each person is empowered to thrive and contribute to our mission, and our company is stronger and better
because of the culture of belonging we’ve built, together. We believe every person has the right to be treated with
fairness, dignity and equitable consideration. We do not tolerate discrimination based on an individual’s protected
status. We strive to ensure equal pay for equal work. We work hard to provide a safe work environment free from
discrimination, harassment and retaliation. We have 14 employee resource groups (ERGs), in which more than
30,000 of our employees participate, that help inform and implement strategies and initiatives that progress our
business imperatives and values. Our ERGs play an important role in supporting and reaching the breadth of our
diverse talent pool, fostering inclusive environments as a foundational part of our values, and retaining critical talent to
meet our staffing needs. In 2023, we ranked #4 on Diversitylnc’s Top Companies for ERGs.
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For more information on our people demographics, see our 2023 Sustainability Report and our EEO-1 data
available on our website.

NORTHROP GRUMMAN 2023 Human Rights Report -Tn


https://www.northropgrumman.com/corporate-responsibility/esg-reports

INTRODUCTION  OUR OUR OUR PRODUCTS OUR COMMUNITIES OUR COMMITMENT CONCLUSION -I
PEOPLE SUPPLIERS AND SERVICES AND ENVIRONMENT TO INTEGRITY

Our Diverse Workforce

TOTAL POPULATION'

W White 62%
250/ Hispanic/Latino 15%
° B Asian 1%

Women 33%' Black/African 8%

People American
of Color Il Two or More 4%
Races
B American 0.4%
\ Indian/Native
.I 80/ American or
o Alaska Native
Veterans Native 0.4%
Hawaiian/Other
Pacific Islander
Ny
8%
People with
Disabilities
LEADERSHIP — TOTAL 2023 HIRES'2

MANAGEMENT POPULATION'

N )so | 14500 3,300 | 6,200
ﬁﬁ,{: People of External | Women | People of
Hires Color
LEADERSHIP — VICE PRESIDENT &
ABOVE POPULATION
3 100 1,100
/ 4 °
3 359 N\ 20% Veterans People with
Women z:;::_le of DiSd bilities

All demographic data reflects U.S. population only.
New hires may fall into one or more diversity categories and numbers are rounded to the nearest hundred employees.
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Health and Safety

People are our most valuable resource, and we work diligently to protect the health, safety and well-being of our
employees, customers, contractors, visitors and others at our facilities. It is our policy to conduct our operations in
accordance with all applicable federal, state and local laws and regulations and to strive for continuous improvement
in our environmental, health and safety (EHS) performance. We focus on training, risk and hazard identification,
abatement and prevention. Everyone has a responsibility to identify workplace hazards and other safety concerns,
and we empower employees to report these concerns without fear of retaliation. We evaluate the effectiveness of our
health and safety programs externally, through benchmarking with industry peers and the U.S. Bureau of Labor
Statistics. Internally, we evaluate program effectiveness by analyzing performance and benchmarking within our
industry. Information about the key elements of our EHS Policy are available on our Environmental, Health and
Safety website.

Fair Working Conditions and Freedom of Association

Our employees have the right to fair working conditions, competitive wages, and reasonable working hours. We do not
tolerate the use of child labor, forced labor, bonded labor or human trafficking of any kind.

We respect the rights of employees to form, join or not join labor unions. This includes the right to freedom of
association and collective bargaining. Additionally, we work together and make every effort to reach an agreement
through open and constructive negotiations.

Workplace Accommodations and Accessibility

We provide reasonable accommodations for qualified persons based on disabilities, religious beliefs, and
pregnancy/ childbirth (and related conditions). We strive for our facilities, websites, information, communications and
technology to be accessible to all audiences.

Protection of Privacy

We respect the privacy of our employees and business partners who trust us with their personal information. We have
policies in place that are designed to safeguard personal information, including the responsible use of technology and
artificial intelligence, and ensure that personal information is collected, used and shared in an appropriate manner and
in conformity with our promises and legal obligations. It is critical that we safeguard personal information and respect
the privacy of individuals. We work to abide by all applicable privacy-related laws and regulations in the various
countries where we operate.
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Our Suppliers

We are committed to high standards of ethical and business conduct as it relates to our procurement of goods and
services. We treat our suppliers and trading partners (which, for the purposes of this report, include our prime
contractors, resellers/distributors, teaming partners, and other companies we may conduct business with and who are
collectively referred to as “partners”) with respect and integrity and are dedicated to serving as a good partner to the
many companies we work with to meet our mission.

We expect our partners to maintain high standards of ethics and integrity, comply with laws, regulations, contractual
obligations and standards of business conduct. Our suppliers must act ethically at all times and ensure the integrity of
their operations. Acting with integrity means being accountable for high standards of behavior.

In addition, our suppliers must comply fully with all applicable laws and regulations, their contractual obligations with
us and our Supplier Standards of Business Conduct. We recently updated our Supplier Standards of Business
Conduct to incorporate industry best practices and our expectations for supply chain sustainability practices.

Among other things, the Supplier Standards of Business Conduct sets out requirements related to ethics and
integrity, labor and employment practices, protecting human rights, sustainability, and diversity and inclusion. The
Supplier Standards of Business Conduct requires our suppliers to protect the rights of workers in our extended
supply chain, including regarding health and safety standards, and local wage and hour laws.

We work with our suppliers to help them to embrace similar values and further our commitment to human rights. In
furtherance of this business imperative, we utilize a comprehensive set of policies, procedures and other practices
designed to ensure compliance with our Supplier Standards of Business Conduct, and applicable law, consistent
with our values.

Anti-Corruption Compliance

We prohibit offering bribes, paying bribes or providing other improper things of value, directly or indirectly, in
connection with our government or commercial business. We maintain a comprehensive set of policies and
procedures as part of our anti-corruption compliance program. Recognizing that the risk of corruption can arise in
connection with many different business activities, our Anti-Corruption Compliance Program includes both broad-
based components and more targeted policies, procedures and training requirements aimed at specific areas of risk.

Our suppliers and business partners must comply with all applicable anti-corruption laws, directives and regulations,
such as the U.S. Foreign Corrupt Practices Act and the U.K. Bribery Act and local anti-corruption laws in the countries
in which we operate. We maintain robust procedures to ensure that appropriate risk-based due diligence is
conducted, and periodically refreshed, on various third parties providing goods or performing services on behalf of the
company. For higher risk transaction types, we also conduct due diligence on second and lower tiered subcontractors
and may require the third party to “flow-down” anti-corruption compliance undertakings to its subcontractors in

those circumstances.

We reserve the right to terminate agreements with suppliers for violation of anti-corruption compliance
representations, warranties, and covenants, among other reasons.
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Anti-Human Trafficking / Modern Slavery

We support the elimination of human trafficking and slavery throughout businesses and supply chains. Our Supplier
Standards of Business Conduct prohibit the use of forced labor, child labor or human trafficking of any kind. We
specifically require compliance with each of the Federal Acquisition Regulation Combating Trafficking in Persons, UK
Modern Slavery Act, Australia Modern Slavery Act, and California Transparency in Supply Chains legislation. We
publish annually an Anti-Human Trafficking and Slavery Statement (available on our website) that addresses our
business and supply chain, modern slavery risks and efforts taken to mitigate those risks.

We believe our Supplier Standards of Business Conduct help to mitigate the risk of human trafficking in our supply
chain. In addition, our standard procurement terms and conditions contain provisions requiring our suppliers to comply
with applicable laws and regulations regarding modern slavery and anti-human trafficking and to incorporate these
requirements into their lower-tier subcontracts.

Conflict Minerals

We are committed to the responsible sourcing of minerals through our global supply chain. We proactively seek to
mitigate the risk of conflict minerals (tantalum, tin, tungsten and gold) (3TG) in our supply chain, both through our
Supplier Standards of Business Conduct and our conflict minerals programs as referenced in our Conflict Minerals
Statement. Our program makes clear our expectations that our products will not contain conflict minerals that directly
or indirectly finance or benefit armed groups in the Congo or adjoining regions.

Our global supply chain is complex and includes many third parties in the supply chain between us and the original
source of 3TG minerals in our products. We rely on our direct suppliers to provide information regarding the presence
of 3TG minerals in components and materials that they supply to us and the origin of those 3TG minerals - including
sources of 3TG minerals that lower tier suppliers supply to them.

We report annually to the U.S. Securities and Exchange Commission in our conflict minerals report on the use of 3TG
minerals originating in the Democratic Republic of Congo (DRC) or any of the DRC’s adjoining countries in products
manufactured by the company (collectively, Covered Countries). We do not, to our knowledge, directly purchase 3TG
minerals from any of the Covered Countries.

We exercise due diligence to determine the source and chain of custody of 3TG minerals in our products and have
designed our due diligence process to conform to the Organisation for Economic Co-operation and Development
(“OECD”) Due Diligence Guidance for Responsible Supply Chains of Minerals from Conflict-Affected and High-Risk
Areas (OECD, 2016).

We continue to engage with trade associations, serving as members of the Aerospace Industries Association and
Responsible Minerals Initiative, to benchmark and enhance our processes, and to share best practices.

Supplier Diversity

We are committed to supplier diversity. Our Global Supplier Diversity Program is designed to expand subcontracting
opportunities for all small business concerns, including small disadvantaged, minority, and women-owned; historically
underutilized business zones; veteran and service-disabled veteran-owned; lesbian, gay, bisexual, transgender and
questioning-owned; disability owned; historically black colleges and universities; minority institutions; and Alaska
Native Corporations and Indian Tribes. We actively seek full engagement of these businesses; they have been, and
continue to be, important partners. Our Global Supplier Diversity Program is comprised of a series of statutory
programs and company initiatives. For more information about our program, see our Global Supplier Diversity
website and our 2023 Sustainability Report.
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Due Diligence / Risk Management

We seek to do business with suppliers who share our values and our commitment to integrity and performance.
Before entering into supply agreements, we undertake due diligence on potential suppliers to assess whether they will
be able to meet our standards and requirements. Our supplier onboarding and evaluation process generally requires
prospective suppliers to complete a due diligence process during which we: (1) collect information from the supplier,
including regarding its ownership and key personnel; (2) review the supplier’s reputation and background, considering
their ability to perform; and (3) conduct a risk-based assessment of certain suppliers operating in international
locations. In evaluating third parties with whom we may wish to do business, we focus on risk-based analyses,
applying greater scrutiny where we find the risk is higher. During performance on contracts, we continue to monitor
our suppliers’ performance. We take very seriously any issues with poor performance or misconduct in our supply
chain, including related to human rights or other aspects of labor practices. We seek to investigate allegations of
misconduct, or have our suppliers do so, and we take appropriate remedial action, including termination of contracts.

Training and Communication

We provide training and other resources and information for our suppliers, including via our OASIS Supplier Portal.
This portal serves as a communication and collaboration hub for suppliers to obtain important, necessary information
to ensure their success as a supplier with us, consistent with our values and further facilitate compliance with our
Supplier Standards of Business Conduct and applicable law.

We also utilize OASIS to provide periodic training and other updates on various compliance matters, including those
related to human rights, such as Anti-Human Trafficking, Conflict Minerals and Anti-Corruption compliance, among
others. We periodically refresh and tailor our training, as we work to ensure that it remains current with applicable law
and other requirements.

RTHROP™]
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Our Products and Services

We are committed to high standards of ethical and business conduct, consistent with our values, including with
respect to human rights, as it relates to how we develop, offer, and provide goods and services. Our broad portfolio is
aligned to support national security priorities, enable the long-term success of our Company, and to benefit our
shareholders. We believe our programs are important to the safety and security of our country and those of our allies.
We regularly evaluate our portfolio and, from time to time, we may determine that certain opportunities present undue
risks to the Company or others, including risks related to human rights concerns, and elect to exit or not pursue
certain business in light of such risks.

We conduct business globally in a manner consistent with our values, as well as applicable laws. We consider
potential risks and impacts — including risks to human rights, as well as risks related to technical issues, legal
requirements, financial considerations and performance obligations, risks to the company’s reputation, sustainability
and long-term value — at different stages throughout the lifecycle of a product or service provision. Importantly, we
consider potential risks and impacts as we assess how best to design and manufacture products, as well as to whom
and under what circumstances we can and should sell them. We are mindful of how our products might be used over
time and potential unintended uses. We have robust processes and procedures in place to help ensure we do not do
business in countries, or sell products or provide services to customers, not properly approved by the United States
government. These processes also are designed to prevent potential diversion of our products to unintended third
parties or for unintended purposes. In addition, the company has procedures in place to engage in due diligence, to
assess and potentially to mitigate risks — including to human rights or, more broadly, the reputation of the company —
before undertaking certain business opportunities, even if they are or would be approved by the United States
government. Where the risks of pursuing such a business opportunity are unacceptable, we will decline the
opportunity regardless of whether it is legally permissible.

Controversial Weapons

As discussed above, we will decline opportunities and/or cease to continue certain activities where the risks of such
activities are unacceptable, including where they are inconsistent with our values and culture, including our
commitment to human rights. Consistent with this principle, we have made the following commitments:

m We do not manufacture or sell cluster munitions or components of such munitions as defined in the Convention on
Cluster Munitions issued on May 30, 2008, as initiated at the Oslo Conference in 2007.

m We do not manufacture or sell anti-personnel mines or components of such articles as defined in the Convention on
the Prohibition of the Use, Stockpiling, Production and Transfer of Anti-personnel Mines and on their Destruction.

m We do not manufacture or sell biological or chemical weapons or components of such articles as defined in the
“Biological and Toxin Weapons Convention” and “Chemical Weapons Convention.”

m We do not manufacture or sell white phosphorus weapons or components of such articles.
In addition, in 2022 we announced our decision to exit our prime role in depleted uranium ammunition.

In 2023, we concluded production of depleted uranium ammunition under the final production year of its prime
contract for the U.S. Government. Accordingly, the company is no longer producing depleted uranium munitions.

Responsible Artificial Intelligence

We are committed to delivering artificial intelligence (Al) technology to our customers in a safe, effective and
responsible way. Al presents us with an opportunity to harness advanced technologies to enhance performance for
next-generation mission solutions. We are working with government and trade organizations, as well as industry and
academic partners, to build policies for implementing responsible Al and to refine our approach to Al development,
testing and operations. This will allow us to continue to meet the standards and expectations set by our values and
our customers.
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Our Communities and Environment

We are committed to serving as thought leaders and consensus builders in our communities, advancing our values of
respect for all individuals, equal opportunity, diversity, equity and inclusion, and protecting our environment.

Corporate Citizenship

At Northrop Grumman, being a good corporate citizen means supporting communities and improving the lives of the
people in the communities where we live and work. We believe in investing in our communities, providing funding and
other support to a wide range of local, national and international causes across the globe.

We focus on issues and partnerships that make stronger communities possible through enterprise and local giving
and volunteering initiatives. This includes:

m Strengthening our local communities

m Workforce readiness, pipeline development, talent attraction and retention

m Employee engagement

m Leadership development

Northrop Grumman, the Northrop Grumman Foundation and our generous employees provide charitable contributions
aimed at strengthening our communities and supporting their most vulnerable members. In 2023, we collectively
donated approximately $34.4 million globally.

Our current charitable efforts are focused on advancing diversity, equity and inclusion, workforce development and
science, technology, engineering and mathematics (STEM) education, the well-being of our veterans and members of
the military (and their families) and environmental stewardship.

Employee engagement through volunteering also is an important aspect of our culture and our corporate citizenship
strategy. Throughout 2023, employees logged nearly 100,000 volunteer hours valued at $3.1 million. Those who
logged 40 or more hours within a calendar year received a Community Service Grant to benefit the nonprofit or school
where they volunteer. Approximately $220,000 was distributed to nonprofits through this program during 2023.

For more information about the important role we aim to play in strengthening our communities, see our 2023
Sustainability Report.

SOCIAL VALUE GENERATED

$40 million

In social value generated by Northrop Grumman

B Company Giving $17.5M
Foundation $13.3M
B Employees $3.6M
Employee Volunteerism $3.1M
B In-Kind/ Non-Cash $2.4M
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Environmental Sustainability

We conduct our operations in an environmentally responsible manner, in compliance with applicable legal requirements and

good governance. In addition, we establish, implement, monitor and report on progress against specific environmental
goals. These goals are focused on three mission areas and are intended to reduce our environmental footprint, reduce the
production of waste, reduce our use of scarce natural resources, and protect our global environment. In 2022, we
announced our next generation environmental sustainability goals and, in 2023, announced additional goals for reducing,

reusing and replenishing water and reducing waste sent to landfills or incinerators.

Our Goals

MISSION 1 2
FOOTPRINT >

Address the fundamental needs
driving sustainability by minimizing the
footprint of our operations.

GOALS

= Net Zero greenhouse gas
(GHG) emissions in our
operations (Scopes 1 and 2) by
2035. Interim target of 50%
GHG emissions reduction by
2030.

= Source 50% of total electricity
from renewable sources by
2030.

* Reduce 10% of absolute water
withdrawals, reuse 10% of
water withdrawals and replenish
10% of water withdrawals,
focusing in water-stressed
regions—all by 2030.

= Reduce solid waste sent to
landfill and incineration by 10%
by 2030."

MISSION 2

HANDPRINT /,;\g

Enhance sustainability within the
aerospace and defense industry by
supporting customer needs and supply
chain objectives.

GOALS

In collaboration with key
customers, work to develop a
pioneering product stewardship
program focused on material
efficiency, product design and life
cycle assessment.

= Update the company’s
“Standards of Business Conduct
for Suppliers and Other Trading
Partners” to incorporate industry-
leading sustainability practices
by 2023.

MISSION 3
BLUEPRINT

m

Affirm our leadership in sustainability
by collaborating to protect ecosystems
and define environmental opportunities
in our communities.

GOALS

= Expand Technology for
Conservation (T4C) initiatives in
proximity to Northrop
Grumman’s U.S. locations by
2030, in collaboration with
external partners.

1

Indicated footprint reduction goals and/or targets have a base year of 2019.

Environmental stewardship is a critical component of our operations. We work to consider and address potential
environmental impacts as we design and develop manufacturing processes for our products. It is important to our company,
our employees, our shareholders, our customers, and our local communities that we are striving proactively to manage our
environmental impacts and to continue to enhance the sustainability of our operations. For more information, see our
Environmental Sustainability and Sustainability Reports websites, our 2023 Sustainability Report and our Task Force
For Climate-Related Financial Disclosures.
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Political Activities / Trade Associations

We engage in the democratic process in various ways at the federal, state and local levels. This engagement includes
expressing views on certain important public policy issues. We conduct political activities in accordance with
applicable laws, our values and consistent with our principles of good governance, our Standards of Business
Conduct, our Human Rights Policy and other relevant corporate policies and procedures.

Our political activities are managed by our Chief Strategy and Development Officer, who reports directly to our Chief
Executive Officer. In addition, the Policy Committee of the Board of Directors reviews and monitors the company’s
political activities, including its government relations strategy and the manner in which activities are conducted. This
includes governance and compliance of the company’s voluntary, nonpartisan employee political action committee,
the Employees of Northrop Grumman Political Action Committee (ENGPAC), the company’s policies and practices
with respect to political contributions, and the company’s government relations activities, including lobbying. The
Policy Committee receives regular reports on political activities and receives a report, at least annually, on the
Company’s Human Rights Working Group. The Policy Committee also provides oversight of the Company’s policies
support human rights.
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We do not make contributions from corporate funds to candidates for state, local or federal office or to political parties.
We also do not make any contributions from corporate funds to organizations classified under the Internal Revenue
Code (IRC) as section 527 entities or to any Super PACs, ballot initiatives, electioneering communications, or for
independent political expenditures. If a future situation were to arise to warrant the use of corporate funds for any of
these activities, Board approval would be required to approve an exception to this policy and any such action would
have to be consistent with our values and Principles of Corporate Governance, the interests of our shareholders and
other stakeholders, and comply with applicable laws.

Corporate contributions to federal candidates are prohibited by federal law, and accordingly, we do not make any such
contributions. While we generally refrain from contributing to IRC Section 501(c)4 organizations, we do provide
financial support to the Human Rights Campaign and the National Defense Information Sharing and Analysis Center.
We are involved in trade, industry and civic associations that generally promote and support our corporate interests as
well as provide technical, business, professional or other expertise. Some of these organizations utilize a portion of
membership dues for non-deductible purposes, such as lobbying. When these groups and associations engage in
political activity or advocacy, however, they do not necessarily represent the positions of the Company or other
individual members.

We support broad transparency into our political contributions and expenditures and our trade association
memberships. We file quarterly lobbying disclosure reports with the United States Congress and file similar reports
where required at the state level. As has been our practice for several years, we also disclose any corporate political
expenditures on our website on an annual basis. We are proud to have been recognized by the Center for Political
Accountability (CPA) and the Zicklin Center for Business Ethics Research for our transparency, policies and strong
disclosure practices related to political expenditures. The Zicklin Index measures electoral spending transparency
among the largest corporations in the U.S. We were one of 18 companies to receive a 100% score in the CPA-Zicklin
Index in 2023 and have received a 100% score for the last five years, recognizing our longstanding commitment

to transparency.

For more information regarding our political activities, trade association memberships and political expenditures, see
our Political Contributions and Trade Associations websites.
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Our Commitment to Integrity

Our commitment to integrity lies at the core of our Values and our culture. We work every day to ensure an open,
inclusive and ethical work environment in which our employees strive to do the right thing to serve our stakeholders
and to ensure the company’s long-term success with integrity.

We strive to conduct business in ways that reflect our Standards of Business Conduct, collectively as a company and
as individual employees within the company. Through robust policies and procedures, communications and training,
we link individuals — including our suppliers and business associates — to our values and commitment to human
rights. Doing what is right because it is the right thing to do is at the foundation of our culture.

Our Ethics team develops and implements our strategy and initiatives to drive an ethical culture throughout

our company. We provide our employees with guidelines, training and resources both to understand and to do
what is right, to make ethical decisions, and to support compliance with company policies, procedures and legal
requirements.

For more information about Ethics and Business Conduct at Northrop Grumman, see our 2023 Sustainability Report
and our Ethics and Business Conduct websites.

Training and Communication

Effective training and communication are critical to the success of our human rights program. We provide annual
ethics and other training to our employees to reinforce our commitment to ethics and keep employees informed and
updated on our ethical standards and obligations. Our program begins with ethics onboarding for new employees and
requires annual ethics refresher training for all full and part-time employees.

We provide basic training to all employees on elements of our human rights program, and more targeted training to
leaders and to employees, depending on their roles and responsibilities. For example, we provide additional training
to our Business Conduct Advisors within our Ethics organization who are positioned globally and may be called upon
to identify and address human rights related concerns. Also, by way of example, we provide additional export training
to employees involved in global business activities. We also provide awareness training to our suppliers, including
through our OASIS supplier portal, as described elsewhere in this report.

We communicate broadly with our employees and suppliers about the importance of human rights and the underlying
principles of respect, dignity, and equality. We communicate through internal and external communications, leader
messages, a robust website, workplace postings, and our supplier portal among other things.

Reporting, Investigation and Corrective Action

We strongly encourage our employees, suppliers and other external stakeholders to raise concerns or report
violations, including those related to suspected human rights violations. Any employee who believes there may have
been a violation of our Human Rights Policy is encouraged to report it through one of many established channels,
including to their supervisor, Business Conduct Advisor, the law department or human resources, or through

the OpenLine.

The Northrop Grumman OpenLine is an important means to raise concerns or report a suspected violation of our
Standards, company policies or the law. Reports to the OpenLine can be made anonymously if allowed by local laws.

Reports of potential violations will be investigated and, if substantiated, remedial action will be taken. We do not
tolerate any retaliatory action against someone who comes forward in good faith to raise concerns about possible
violations of our Human Rights Policy.
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.

Conclusion

As described in this report, we are committed to maintaining a strong culture with a deep respect for individuals and
human rights. Our robust and wide-reaching human rights program, grounded in our values and effected through our
Human Rights Policy, Standards of Business Conduct and other policies and procedures, reflects and implements
this commitment. We also are committed to being transparent with our shareholders and other stakeholders about our
human rights program. We provide this report to share important insight and transparency into our program.
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Selected Awards and Recognitions for 2023

100% rating for the eighth consecutive year
on the Human Rights Campaign’s Corporate
Equality Index “Best Place to Work for
LGBTQ+ Workplace Inclusion”

2023 Best of the Best Top Employers and Top
LGBTQ+ Friendly Companies lists by Black
Employment & Entrepreneur Journal

2023 Best of the Best Top Supplier Diversity
Programs and Top Veteran-Friendly Company by
U.S. Veterans Magazine

2023 Best of the Best Top Supplier Diversity
Programs, Top Employers and Top LGBTQ+
Friendly Companies, Hispanic Network Magazine

2023 Best of the Best Top Disability Friendly
Companies, DIVERSEability Magazine

2023 Gold HIRE Vets Medallion Award from the
U.S. Department of Labor

2023 Just Capital’s 100 Most JUST Companies
AA rating from MSCI for ESG management

American Heart Association Workplace Health
Achievement Index Gold Level Recognition

Champion of Veterans Enterprise Award from the
National Veterans Small Business Coalition

Disability Equality Index “Best Place to Work
for Disability Inclusion”. Achieved 100% for nine
consecutive years

Diversitylnc’s Top 50 Companies for Diversity
(#27). Specific lists: Top Company for Veterans
(#4), ERGs (#4), Native American/Pacific Islander
(#22), Top Company for People with Disabilities
(#5), Executive Diversity Councils (#13), Black
Executives (#15), LGBTQ Employees (#21) and
Latino Executives (#24)

Forbes 2023 World’s Best Employers List

Military Friendly® (Gold) and Military Friendly
Spouse awards from Victory Media

Named to the S&P Global Dow Jones Sustainability
Index, North America and Global

National Organization on Disability Leading
Disability Employer for 9th consecutive year

One of only two A&D companies to receive
a 100% Score on the CPA-Zicklin Index for
Corporate Political Contributions

One of the Top 100 Employers of Choice by the
American Opportunity Index and the Top Company
in Aerospace & Defense and Manufacturing

One of Top 50 Employers by CAREERS & the
disABLED Magazine and named Private-Sector
Employer of the Year for 2023

One of the Top 50 LinkedIn 2023 Companies for
investment in talent and helping employees build
their careers for long-term success

One of the Top 15 supporters of Historically Black
Colleges and Universities (HBCUs) by Career
Communications Group, Inc.

Participated in the CDP climate change
questionnaire for the 12th consecutive year,
receiving a B score

Ranked #1 Internship Program of the Year by Way
Up/Yello

Selected as the 2023 Society of Asian Scientists
and Engineers (SASE) Organization of the Year
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Reports and Available Information

Additional information about some of the topics discussed in this report and other resources can be found on our
website and through the resources below. References to our website in this report, including documents contained
therein, are provided as a convenience and do not constitute, and should not be viewed as, incorporation by reference
of the information contained on, or available through, our website.

P ) ,‘) o] I. = .
2023 _ 2024
Sustainability Report Proxy.Statemnent

NORTHROP" o ’
GRUMMAn ”3:{1':4“?::'

2023 Sustainability Report 2024 Proxy Statement

Other Resources:

Standards of Business Conduct https://www.northropgrumman.com/corporate-responsibility/ethics-and-
business-conduct/standards-of-business-conduct

Human Rights Policy https://www.northropgrumman.com/corporate-responsibility/northrop-
grumman-human-rights-policy/

Sustainability Website https://www.northropgrumman.com/sustainability/

Anti-Human Trafficking and https://www.northropgrumman.com/corporate-responsibility/anti-

Slavery Statement human-trafficking-and-slavery-statement/

Anti-Corruption Compliance https://www.northropgrumman.com/corporate-responsibility/anti-

corruption-compliance-at-northrop-grumman/
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