NG SAFE INSTRUCTIONS

This NG Safe application (hosted in the United States), is a tool provided by Northrop Grumman for the
transmission and receipt of proprietary or sensitive information for authorized Northrop Grumman business
purposes. NG Safe has the following features:

Uses SSL (Secure Socket Layer) protocol with 128-bit encryption for uploading and downloading.
Allows files up to 2GB to be transferred:
Files must be accessed within time limit.
0 After 5 days, the file will automatically be deleted from the server.
0 Once afile is deleted, it is unrecoverable.
The server automatically scans all files for viruses before uploading them to the system.
o If afile contains a virus, NG Safe will not upload it.
0 NG Safe is not susceptible to worms or other email viruses.

Secure file sharing for external S
parties to send documents to
Northrop Grumman Corporation.
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NG SAFE INSTRUCTIONS

Filling in Personal and File
Information

1. Enter your first and last name.

2. Enter your personal email
address (one that we have on
file for you).

3. Enter the email address
(arc_esis@ngc.com) to send
your citizenship verification
document(s). Do not copy
supervisors or managers due
to personal information
provided.

4. Click the Add button.

5. Enter citizenship for <your
first last name and MyID
found in the subject line of
your notification>. Example:
Citizenship for Jane Doe
(212568).

6. Enter deletion date for 5 days
out (5 days is the maximum).

7. Select the number of files to
upload. If using a birth

certificate make sure to take a

separate picture of the raised

seal so that is easily verifiable

also include a second picture

of the entire document

including the registrar’s
signature line.

a. Click Select to search for
each file. Once located
click OK.

8. Click Submit.

Last Updated 11102017

IMPORTANT MESSAGE: Files uploaded with commas in the file name may have difficulty ding ly in gle Chrome.|
either remove the comma(s) from the file name prior to uploading er in her browser.
Personal Information Important Notes

Your Name:

Your Email Address:

Recipient Information

New Recipient Email Address: a

List of Recipient Addresses:

File Information

amu

« All fields are required.

= The sender email address or at Ig

= The file description cannot excee:

» Files will be deleted automatically

= The total size of all files cannot &:

Remove

« File names should not contain sp

Title:
Description of File(s):

<

= Level 1 and 2 data MUST be enc

+ Recipient Addresses must be entf

within the ngc.com domain (or of

after the fifth day. This is Infosec
a file has been deleted, it cannot
deleted, please contact the file o
the file(s)

than 2GB of data, a "cannot displg
generated by your browser.

characters include commas, apo
efc.

Qutlook headers (Smith, John <J
delimited. Each address must be

ncnyption or g

Deletion Date: g3.20-2020

Files: | Please Select Number of Files
2 GB total transfer limit
No special characters allowed

File Progress

sk or call 855-737-8368
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NG SAFE INSTRUCTIONS

Adding Additional Files e /f——""’"”"““ s

1. It will give you the option to
add additional files. This is
optional.

Last Updated 11/10/2017

The file was uploaded successfully.

You should receive a confirmation email shortly with instructions to make the file(s) available for download

Upload Another File(s)

nfor ion About The Uploaded File(s)
File Name File Size
NG SAFE Instructions for Externals.docx 0177 MB
Total Size: 0.177 MB
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NG SAFE INSTRUCTIONS

Wed 3/25/2020 1.2:45 PM

No Rep]y <noreply@ngc.com>

Confirmation Email

You W|” receive a Conﬁrmation | Northrop Grumman Safe Access File Exchange Confirmation Request 0
. L s . . 7o Your Name
email with instructions making the Retention Policy  NGCinbax 80 dor)
file(s) available for downloading. &

Please do not reply via e-mail to this message. It was awtomatically generated from an unattended mailbox.

1 . C heCk yo ur emal I In bOX that Did you upload a file using NG SAFE? Such a request was made using your email ad dress. For security reasons, vour confirmation is
you ||Sted |n the personal needed to ensure you mitiated this transaction. If you did not recently use NG Safe, please contact the CSOC as explamed below.

Until you confirm the authenticity of this request, no further action will be taken. After the deletion date below, the uploaded file(s) will

email section for the following be deleted from NG SAFE and a new transaction will need to be initiated.

email from NG SAFE: To complete the process, follow these steps: 6

Northrop Grumman Safe e s

Access File Exchange Novat i . 3o oy s et heflling URL s your b
Confirmation Request. @3‘:1544%?:{;:32“ OnC O or 2 700 Im R GOPSTT RSSO Y aSMAMOELI%634

2. To complete the process, —
. . Password: v2tBG*dpMRC358p~V
follow the steps contained in Lw—'

Title: Disregard...
i Package ID: 1448475
the email. File Deseription:
; ; Recipient List:
a. Click the link. The NG SRR
SAFE submission screen The following files have been uploaded to the NG SAFE: .
will open.
The following NG SAFE submission was created by Your Name, Dafe and Time . Please
b. Enter (copy and paste) review the following details and approve/reject as necessary. If the submissiol) is approved, NG SAFE will

generate e-mails to the intended recipients. If the submission is rejected, no efmails will be generated to the

the password provided in , S on
intended recipients and the files will be deleted on the expiration date below.

the email in the password

field. Package 1D 1448475
c. Select Approve or Reject. Package Title Disregard...
3. If the process was completed Package Description

Successfu"y the approval Originator's Name Your Name

message will d|sp|ay and the Originator's E-Mail Your Email Address

recipient will be able to Files = |Files Uploaded

download your files. RS
Redplents « arc_esis@ngc.com
Deletion Date 03/30/2020 1:45:00 PM

| %

Password @

If any of the above details are incorrect or this was done in error or not originated by you, reject this request.
However, if this is a legitimate request and all the above defails are accurate, select approve.

| Approve || Reject | @

Your approval has been logged and all recipient e-mails have been successfully sent.
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